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RASP — NIST SP 24

(17) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | RUNTIME APPLICATION SELF-PROTECTION

Implement [Assignment: organization-defined controls] for application self-protection at
runtime.

Discussion: Runtime application self-protection employs runtime instrumentation to detect
and block the exploitation of software vulnerabilities by taking advantage of information
from the software in execution. Runtime exploit prevention differs from traditional
perimeter-based protections such as guards and firewalls which can only detect and block
attacks by using network information without contextual awareness. Runtime application
self-protection technology can reduce the susceptibility of software to attacks by monitoring
its inputs and blocking those inputs that could allow attacks. It can also help protect the
runtime environment from unwanted changes and tampering. When a threat is detected,
runtime application self-protection technology can prevent exploitation and take other
actions (e.g., sending a warning message to the user, terminating the user's session,
terminating the application, or sending an alert to organizational personnel). Runtime
application self-protection solutions can be deployed in either a monitor or protection
mode.

Related Controls: SI-16.
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RASP — NIST SP 24

(17) SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY | RUNTIME APPLICATION SELF-PROTECTION

Implement [Assignment: organization-defined controls] for application self-protection at
runtime.

Discussion: Runtime application self-protection employs runtime instrumentation to detect
and block the exploitation of software vulnerabilities by taking advantage of information
from the software in execution. Runtime exploit prevention differs from traditional
perimeter-based protections such as guards and firewalls which can only detect and block
attacks by using network information without contextual awareness. Runtime application
self-protection technology can reduce the susceptibility of software to attacks by monitoring
its inputs and blocking those inputs that could allow attacks. It can also help protect the
runtime environment from unwanted changes and tampering. When a threat is detected,
runtime application self-protection technology can prevent exploitation and take other
actions (e.g., sending a warning message to the user, terminating the user's session,
terminating the application, or sending an alert to organizational personnel). Runtime
application self-protection solutions can be deployed in either a monitor or protection
mode.

Related Controls: SI-16.
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protection alternatives. Organizations that have already deployed a WAF but find that

attackers are bypassing it or experiencing too many false positives should also consider

RASP

solutions to augment their protection portfolios.

WAFE & Q5[ 2t B20| & EX|E|X| et

(SANS Study : RASP vs WAF)

Year afier year, attackers target application-level vulnerabilities. To address these
vulnerabilities, application security teams have increasingly focused on shifting left -
identifying and fixing vulnerabilities earlier in the software development life cycle.
However, at the same time, development and operations teams have been accelerating the
pace of software release, moving towards continuous delivery. As software is released

more

frequently, gaps remain in test coverage leading to the introduction of

vulnerabilities in production. To prevent these vulnerabilities from being exploited, it 1s
necessary that applications become self-defending.|RASP|is a means to quickly make
both new and legacy applications self-defending. However, because most applications are
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(SANS Study : Effectiveness of a RASP)
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RASP — OWASP 2017 RC1
OWASP

The Open Web Application Security Project Al - Injection Al - Injection

OWASP Top 1 0 = 20 1 7 IC l A2 — Broken Authentication and Session Management A2 - Broken Authentication and Session Management

The Ten Most Critical Web Application Security Risks A3 - Cross-Site Scripting (X55) A3 - Cross-Site Scripting (X55)

A4 - Insecure Direct Object References - Merged with A7 A4 - Broken Access Control (Original category in 2003/2004)
Release Candidate
COMMEE (P e Bor T ETIons Wit A5 - Security Misconfiguration AS = Security Misconfiguration

Ab = Sensitive Data Exposure Ab = Sensitive Data Exposure

AT — Missing Function Level Access Control - Merged with A4 AT - Insufficient Attack Protection ([NEW)

A8 — Cross-Site Request Forgery (CSRF) AB - Cross-Site Request Forgery (CSRF)
A9 - Using Components with Known Vulnerabilities A9 = Using Components with Known Vulnerabilities
A10 - Unvalidated Redirects and Forwards - Dropped A10 = Underprotected APIs [NEW)

"You can use technologies like WAFs|RASR fand OWASP AppSensor to detect or block attacks,
and/or virtually patch vulnerabilities”

H] = RC2(Release Candidate 2)7} OWASP 2017 A 2] ReleaseZ A 8 = 31 A9, OWASP+= RC19]| 4] Insufficient Attact Protection<
o]o}7]| 3l HA RASP T 9 A& A3 FHH.
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Backdoor & RASP
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THE FORRESTER NEW WAVE™
Bat Management Forrester Wave™: DDoS Mitigation Sclutions, Q4 2017
The Forrester Wave™: DDoS Mitigarion Solutions, Qg 2017
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THE FORRESTER NEW WAVE™ - Figure 1. Magic Quadrant for Web Application Firewalls
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